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Endpoint Xcitium Essentials Xcitium Advanced Xcitium Guided Xcitium Managed  Xcitium Managed
Security Bundles (EPP+EDR) (MDR) (XDR)
v Included Xcitium Essentials Protection, Detection High Fidelity Alert Managed Detection Extended Detection
+ Add-on & Remmedation Triage for Endpoints  Response for Endpoints & Response

= Not Included

PLATFORM
Xcitium Cloud-Native < v v v v
Saas Platform
Multi-Tenancy - v v v v
Capability
Compliance Reporting - v v v v
Security Information &
- v v v v

Event Management

THREAT PREVENTION

Patented Auto

Containment Technology ~ " ~ ~ ~
Integrated Al/ML Threat

Intel & Indicators v v v v v

NGAV Static & Behavioral > < < > <
Al Threat Prevention
Data Loss Prevention

& Remediation v v v v v
(HIPS) Host Intrusion

Prevention System v v v v v

Verdict Cloud File
v v v v v

Determination Service

(XTRL) Xcitium Threat
Research Labs v v v v v
Service Delivery

ENDPOINT SECURITY

Endpoint Detection v v v v v
and Response

Mobile Device Security - v v v v

Endpoint Client

Security Agent " v v v v
Patch Management Attack
Surface Reduction - v v v v
Xcitium Custom
v v v v v

Security Policies
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ENDPOINT MANAGEMENT

Award-winning

3 v v v v v
Firewall Control
Device Asset Discovery - v v v v
Remote Monitoring <
and Management - Z 4 2
Vulnerability Scanning - v v v v
Device Enroliment - v v v v
Incident Log Activity v v v v v

MANAGED DETECTION

& RESPONSE

Alert Triage & Analysis - + v v v

High Fidelity
Threat Notifications

Incident Response

& Forensics - + - v v
Pro-active Threat Hunting - + - v v
247365 SOC Services - + v v v
Data Storage for 365 Days - + - v v
Live Remediation Support - + - v v
Monthly Health Check Meetings - + - v v

NETWORK |

CLOUD SECURITY

X/MDR Network & Cloud - - - + v

SERVICES AND SUPPORT

Guided Deployment
and Health Checks + + + + +

IR Retainer + + + + +

Customer Success

Management v v v v v
24x7x365 Enterprise Support + + + + +
5x9 Customer Support v v v v v
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Xcitium, formerly known as Comodo Security Solutions, is used by more than 5,000
organizational customers & partners around the globe. Xcitium was founded with
one simple goal — to put an end to cyber breaches. Our patented Xcitium Essentials
ZeroDwell technology uses Kernel-level API virtualization to isolate and remove threats
like zero-day malware & ransomware before they cause any damage to any endpoints.
ZeroDwell is the cornerstone of Xcitium’s endpoint suite which includes pre-emptive
endpoint containment, endpoint detection & response (EDR), managed detection
& response (MDR), and managed extended detection and response (M/XDR). Since
inception, Xcitium has a track record of zero breaches when fully configured.
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US: 646-569-9114
CA: 613-686-3060

EMAIL

sales@xcitium.com

support@xcitium.com

VISIT

200 Broadacres Drive,
Bloomfield, NJ 07003
United States
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